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[77 FR 11718, Feb. 27, 2012, as amended at 78
FR 54135, Aug. 30, 2013]

§155.280 Oversight and monitoring of
privacy and security requirements.

(a) General. HHS will oversee and
monitor the Federally-facilitated Ex-
changes and non-Exchange entities re-
quired to comply with the privacy and
security standards established and im-
plemented by a Federally-facilitated
Exchange pursuant to §155.260 for com-
pliance with those standards. HHS will
oversee and monitor State Exchanges
for compliance with the standards
State Exchanges establish and imple-
ment pursuant to §155.260. State Ex-
changes will oversee and monitor non-
Exchange entities required to comply
with the privacy and security stand-
ards established and implemented by a
State Exchange pursuant to §155.260.

(b) Audits and investigations. HHS
may conduct oversight activities that
include but are not limited to the fol-
lowing: audits, investigations, inspec-
tions, and any reasonable activities
necessary for appropriate oversight of
compliance with the Exchange privacy
and security standards. HHS may also
pursue civil, criminal or administra-
tive proceedings or actions as deter-
mined necessary.

[78 FR 54135, Aug. 30, 2013]

§155.285 Bases and process for impos-
ing civil penalties for provision of
false or fraudulent information to
an Exchange or improper use or
disclosure of information.

(a) Grounds for imposing civil money
penalties. (1) HHS may impose civil
money penalties on any person, as de-
fined in paragraph (a)(2) of this section,
if, based on credible evidence, HHS rea-
sonably determines that a person has
engaged in one or more of the following
actions:

(i) Failure to provide correct infor-
mation under section 1411(b) of the Af-
fordable Care Act where such failure is
attributable to negligence or disregard
of any rules or regulations of the Sec-
retary with negligence and disregard
defined as they are in section 6662 of
the Internal Revenue Code of 1986:
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(A) ““Negligence’ includes any failure
to make a reasonable attempt to pro-
vide accurate, complete, and com-
prehensive information; and

(B) ‘“‘Disregard’” includes any care-
less, reckless, or intentional disregard
for any rules or regulations of the Sec-
retary.

(ii) Knowing and willful provision of
false or fraudulent information re-
quired under section 1411(b) of the Af-
fordable Care Act, where knowing and
willful means the intentional provision
of information that the person knows
to be false or fraudulent; or

(iii) Knowing and willful use or dis-
closure of information in violation of
section 1411(g) of the Affordable Care
Act, where knowing and willful means
the intentional use or disclosure of in-
formation in violation of section
1411(g). Such violations would include,
but not be limited to, the following:

(A) Any use or disclosure performed
which violates relevant privacy and se-
curity standards established by the Ex-
change pursuant to §155.260;

(B) Any other use or disclosure which
has not been determined by the Sec-
retary to be in compliance with section
1411(g)(2)(A) of the Affordable Care Act
pursuant to §155.260(a); and

(C) Any other use or disclosure which
is not necessary to carry out a function
described in a contract with a non-Ex-
change entity executed pursuant to
§155.260(b)(2).

(2) For purposes of this section, the
term ‘‘person’ is defined to include,
but is not limited to, all individuals;
corporations; Exchanges; Medicaid and
CHIP agencies; other entities gaining
access to personally identifiable infor-
mation submitted to an Exchange to
carry out additional functions which
the Secretary has determined ensure
the efficient operation of the Exchange
pursuant to §155.260(a)(1); and non-Ex-
change entities as defined in §155.260(b)
which includes agents, brokers, Web-
brokers, QHP issuers, Navigators, non-
Navigator assistance personnel, cer-
tified application counselors, in-person
assistors, and other third party con-
tractors.

(b) Factors in determining the amount
of civil money penalties imposed. In de-
termining the amount of civil money
penalties, HHS may take into account
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factors which include, but are not lim-
ited to, the following:

(1) The nature and circumstances of
the conduct including, but not limited
to:

(i) The number of violations;

(ii) The severity of the violations;

(iii) The person’s history with the
Exchange including any prior viola-
tions that would indicate whether the
violation is an isolated occurrence or
represents a pattern of behavior;

(iv) The length of time of the viola-
tion;

(v) The number of individuals af-
fected or potentially affected;

(vi) The extent to which the person
received compensation or other consid-
eration associated with the violation;

(vii) Any documentation provided in
any complaint or other information, as
well as any additional information pro-
vided by the individual to refute per-
forming the violation; and

(viii) Whether other remedies or pen-
alties have been imposed for the same
conduct or occurrence.

(2) The nature of the harm resulting
from, or reasonably expected to result
from, the violation, including but not
limited to:

(i) Whether the violation resulted in
actual or potential financial harm;

(i1) Whether there was actual or po-
tential harm to an individual’s reputa-
tion;

(iii) Whether the violation hindered
or could have hindered an individual’s
ability to obtain health insurance cov-
erage;

(iv) [Reserved]

(v) The actual or potential impact of
the provision of false or fraudulent in-
formation or of the improper use or
disclosure of the information; and

(vi) Whether any person received a
more favorable eligibility determina-
tion for enrollment in a QHP or insur-
ance affordability program, such as
greater advance payment of the pre-
mium tax credits or cost-sharing re-
ductions than he or she would be eligi-
ble for if the correct information had
been provided.

(3) No penalty will be imposed under
paragraph (a)(1)(i) of this section if
HHS determines that there was a rea-
sonable cause for the failure to provide
correct information required under sec-

45 CFR Subtitle A (10-1-14 Edition)

tion 1411(b) of the Affordable Care Act
and that the person acted in good faith.

(c) Maximum penalty. The amount of a
civil money penalty will be determined
by HHS in accordance with paragraph
(b) of this section.

(1) The following provisions provide
maximum penalties for a single ‘‘plan
year,” where ‘‘plan year’ has the same
meaning as at §155.20:

(i) Any person who fails to provide
correct information as specified in
paragraph (a)(1)(i) of this section may
be subject to a maximum civil money
penalty of $25,000 for each application,
as defined at paragraph (c)(1)(iii) of
this section, pursuant to which a per-
son fails to provide correct informa-
tion.

(ii) Any person who Kknowingly and
willfully provides false information as
specified in paragraph (a)(1)(ii) of this
section may be subject to a maximum
civil money penalty of $250,000 for each
application, as defined at paragraph
(c)(1)(iii) of this section, on which a
person knowingly and willfully pro-
vides false information.

(iii) For the purposes of this sub-
section, ‘“‘application’ is defined as a
submission of information, whether
through an online portal, over the tele-
phone through a call center, or through
a paper submission process, in which
the information is provided in relation
to an eligibility determination; an eli-
gibility redetermination based on a
change in an individual’s cir-
cumstances; or an annual eligibility re-
determination for any of the following:

(A) Enrollment in a qualified health
plan;

(B) Premium tax credits or cost shar-
ing reductions; or

(C) An exemption from the individual
shared responsibility payment.

(2) Any person who knowingly or
willfully uses or discloses information
as specified in paragraph (a)(1)(iii) of
this section may be subject to the fol-
lowing civil money penalty:

(i) A civil money penalty for each use
or disclosure described in paragraph
(a)(1)(iii) of this section of not more
than $25,000 per use or disclosure.

(ii) For purposes of paragraph (c) of
this section, a use or disclosure in-
cludes one separate use or disclosure of
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a single individual’s personally identi-
fiable information where the person
against whom a civil money penalty
may be imposed has made the use or
disclosure.

(3) These penalties may be imposed in
addition to any other penalties that
may be prescribed by law.

(d) Notice of intent to issue civil money
penalty. If HHS intends to impose a
civil money penalty in accordance with
this part, HHS will send a written no-
tice of such intent to the person
against whom it intends to impose a
civil money penalty.

(1) This written notice will be either
hand delivered, sent by certified mail,
return receipt requested, or sent by
overnight delivery service with signa-
ture upon delivery required. The writ-
ten notice must include the following
elements:

(i) A description of the findings of
fact regarding the violations with re-
spect to which the civil money penalty
is proposed;

(ii) The basis and reasons why the
findings of fact subject the person to a
penalty;

(iii) Any circumstances described in
paragraph (b) of this section that were
considered in determining the amount
of the proposed penalty;

(iv) The amount of the proposed pen-
alty;

(v) An explanation of the person’s
right to a hearing under any applicable
administrative hearing process;

(vi) A statement that failure to re-
quest a hearing within 60 calendar days
after the date of issuance printed on
the notice permits the assessment of
the proposed penalty; and

(vii) Information explaining how to
file a request for a hearing and the ad-
dress to which the hearing request
must be sent.

(2) The person may request a hearing
before an ALJ on the proposed penalty
by filing a request in accordance with
the procedure to file an appeal speci-
fied in paragraph (f) of this section.

(e) Failure to request a hearing. If the
person does not request a hearing with-
in 60 calendar days of the date of
issuance printed on the notice de-
scribed in paragraph (d) of this section,
HHS may impose the proposed civil
money penalty.

§155.300

(1) HHS will notify the person in
writing of any penalty that has been
imposed, the means by which the per-
son may satisfy the penalty, and the
date on which the penalty is due.

(2) A person has no right to appeal a
penalty with respect to which the per-
son has not timely requested a hearing
in accordance with paragraph (d) of
this section.

(f) Appeal of proposed penalty. Subject
to paragraph (e)(2) of this section, any
person against whom HHS proposed to
impose a civil money penalty may ap-
peal that penalty in accordance with
the rules and procedures outlined at 45
CFR part 150, subpart D, excluding
§§150.461, 150.463, and 150.465.

(g) Enforcement authority—(1) HHS.
HHS may impose civil money penalties
up to the maximum amounts specified
in paragraph (d) of this section for any
of the violations described in para-
graph (a) of this section.

(2) OIG. In accordance with the rules
and procedures of 42 CFR part 1003, and
in place of imposition of penalties by
CMS, the OIG may impose civil money
penalties for violations described in
paragraph (a)(1)(ii) of this section.

(h) Settlement authority. Nothing in
this section limits the authority of
HHS to settle any issue or case de-
scribed in the notice furnished in ac-
cordance with §155.285(d) or to com-
promise on any penalty provided for in
this section.

(i) Limitations. No action under this
section will be entertained unless com-
menced, in accordance with §155.285(d),
within 6 years from the date on which
the violation occurred.

[79 FR 30346, May 27, 2014]

Subpart D—Exchange Functions in
the Individual Market: Eligi-
bility Determinations for Ex-
change Participation and In-

surance  Affordability  Pro-
grams
§155.300 Definitions and general

standards for eligibility determina-
tions.

(a) Definitions. In addition to those
definitions in §155.20, for purposes of
this subpart, the following terms have
the following meaning:
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